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1 Introduction 

 Overview 

Equities Risk Management functionality has been designed to assist US Equities trading members and 
clearing firms in managing risk at an aggregate (MPID) level. The limits described in this document are 
separate and distinct from the port-level limits described in the Web Portal Port Controls Specification. 
Risk limit breaches result in the cancellation of existing open orders and the rejection of any new orders. 
Limits may not be reset, but limits may be raised intraday to allow trading to continue when a breach 
occurs. Limits are configured by the trading firm by default, but a trading firm may optionally delegate 
control of risk limits for a particular MPID to the clearing firm. 

Risk limits do not affect an in-process equity auction, including an auction in a Cboe-Listed symbol. If a 
Risk trip occurs after an auction cutoff time, then no resting orders will be cancelled for the MPID until 
the auction is concluded. If there are shares leftover that would normally transition from the auction 
book to continuous trading, then those shares will be cancelled before that transition occurs. 

All risk limit evaluation is performed by a process that consumes a trade by trade feed consisting of 
activity from all matching units. When a risk breach occurs, then that process immediately sends a 
message to all matching units in the environment to reject new orders and cancel existing orders. As a 
result, risk limits defined in this document are done on a best efforts basis where some amount of 
overexecution beyond the defined limit could occur. 

  

https://cdn.cboe.com/resources/membership/US_EQUITIES_OPTIONS_WEB_PORTAL_PORT_CONTROLS_SPECIFICATION.pdf
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2 Equities Risk Limits 

 Risk Limit Levels 

All risk limits must be set at one of the levels defined below. 

• MPID Level – Risk limits apply to activity for the defined MPID. 
• Strategy/RiskGroupID Level – Risk limits apply to activity for the defined RiskGroupID and MPID 

combination.  The usage of Risk Group-IDs is dependent on having a purge port.  For every purge 
port that a Member obtains, they will receive the ability to define risk limits for 10 distinct Risk 
Group-IDs.   

Additional levels may be added over time with notice. 

 Risk Limit Types 

A collection of risk limits may be defined for each level. When any one of the limits is breached open 
orders will be cancelled, and any new orders received will be rejected. Members may configure both an 
MPID level limit as well as a more specific Strategy/RiskGroupID level limit for a subset of the order flow 
for that same MPID. Both limits will be in effect concurrently. 

Limit Name Type Description 
Absolute Gross Notional 
Value 

abs_ntnl A notional value (price * size) for each execution is calculated 
and summed towards the defined limit. 
 
When (Buy notional) + (Sell Notional) >= Defined Limit, then risk 
limit is breached. 

Absolute Net Notional 
Value 

abs_nntnl A notional value (price * size) is calculated for each execution. 
Buy trades count as positive values and sell trades count as 
negative values. All values are summed, and when the absolute 
value of the sum exceeds the defined limit, then the risk limit is 
breached. 
 
When |(Buy Notional) – (Sell Notional)| >= Defined Limit, then 
risk limit is breached. 

2.2.1 Limit Execution Details 

As described above, order cancellation and order rejection is performed immediately after a breach 
once any risk limit is detected, but there is the possibility that overexecution beyond the defined limit 
can occur. In addition, a single order that will remove against multiple resting orders will be allowed to 
do so completely, even if a risk limit is breached before the last execution occurs. Orders that have been 
routed away may also receive executions before those orders may be cancelled by Cboe. 
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 Certification 

Equities Exchange customers do not need to certify with the Cboe Trade Desk prior to using these Risk 
Management features but testing in the certification environment is highly recommended prior to 
setting any risk features in production. 

 Cancel/Reject Behavior 

When a resting order or inbound order is executed and a risk limit is breached or when a self-imposed 
lockout (via Purge Orders request) is received, resting orders are cancelled and inbound orders are 
rejected. In the case of an MPID-level risk limit breach or self-imposed lockout the FIX and BOE Text field 
(58) will carry a value of:  

• ‘f: ClearingFirm lockout  

When this is observed by a customer, it indicates that any order still in flight, and any new orders issued 
for the MPID will be rejected. In order to continue trading after a risk limit breach a user from either the 
trading firm or clearing firm must raise the defined limit. In order to continue trading after a self-
imposed lockout a risk reset message should be sent using FIX or BOE as defined in the respective 
specification. 

 

 

  

mailto:tradedesk@cboe.com
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3 Managing Risk Profiles 

Customers are provided the ability to manage risk profiles through the Cboe Customer Web Portal. The 
Web Portal is accessed through the public website at https://www.cboe.com/account/login/. Most of 
the features described below as part of the Risk Management section of the Customer Web Portal are 
also available through the Secure Web API. One important difference is that the Secure Web API does 
not support applying changes to risk limits intraday. 

 Risk Management Tool 

Customers can request a login to the Customer Web Portal from the Cboe Trade Desk. After logging into 
their Customer Portal account, users with appropriate access will be able to select the Risk 
Management link under Exchange Tools in the lower left menu of their account page. 

 

Selecting this link will take the user to the tool. Features available within the Equities Risk Management 
Tool include the following. 

• The ability to download a file containing the current risk limits that are in place for today’s 
trading or the next trading day. 

• The ability to upload a risk file to change the defined risk limits. The upload can be effective 
immediately or the next trading day. 

• The ability to clear existing risk rules at the start of the next trading session. 
• The ability to delegate risk limit settings to a clearing firm or take back control of risk settings 

from a clearing firm. 

https://www.cboe.com/account/login/
http://cdn.cboe.com/resources/membership/US_Secure_Web_API.pdf
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• The ability to configure which email addresses will receive notifications when certain 
thresholds are met. 

3.1.1 User Types 

Two user types will exist for the US Equities Risk Management tool: trading firm user and clearing firm 
user. Generally, a firm will act as either a clearing firm or a trading firm and Account Administrators will 
be able to easily configure users appropriately to match the firm type. However, some firms may be self-
clearing or have both a trading and clearing business, which will require the Account Administrators for 
each firm to designate individuals as either trading firm users or clearing firm users. 

By default, control of all risk rules is provided to trading firm users only, but a trading firm user may 
optionally grant control of risk rules to its clearing firm. When control is given to a clearing firm, the 
trading firm will no longer be able to change or clear the current risk rules, but the trading firm user will 
still be able to view the current limits that are in place and receive email notifications at the defined 
notification levels. 

3.1.2 Viewing or Changing Risk Rules 

The Customer Web Portal and Secure Web API will support the download of currently effective risk rules 
for either the current trading date or the next trading date. In addition, the tool will allow privileged 
users to upload new rules to be applied effective immediately (via Web Portal only) or for the next 
trading date (via Web Portal or Web API). The cutoff for the next trading date is 6:30 a.m. ET for 
BZX/BYX/EDGA and 3:30 a.m. ET for EDGX. For example, a change uploaded at 2:00 a.m. ET on Tuesday 
will be effective for trading on Tuesday if the option to apply on the next trading date is selected. 

The file format used for uploading a new profile or downloading a copy of an active file is identical. Each 
line of the file represents a rule containing a comma separated list of fields. An example file is provided 
within the Customer Web Portal Risk Management tool. The file format for Equities is defined below. 

Mpid, limit_type, symbol, limit_value, risk_group_id 

• mpid – This field specifies the MPID to which the risk setting applies. A valid MPID must be 
included on each row, and the firm uploading the file must have control of the MPID. 
 

• limit_type – The limit type must be one of the following values: 
1. abs_ntnl   - Absolute Gross Notional 
2. abs_nntnl  - Absolute Net Notional 

 
• symbol – Not supported. Must be blank. 

 
• limit_value – This value must be an integer value. Floating point values are not accepted.  

When the limit type is a notional type, this represents whole dollars. 
 

• risk_group_id – Optional field, integer 1-65535.  Used to specify a risk group for an MPID . 
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3.1.3 Clearing Risk Rules 

A user may clear all risk rules for a given MPID (or all controlled MPIDs) through the Customer Web Portal 
and Secure API. Using this feature clears all rules effective for the next trading date (not effective 
immediately). 

3.1.4 MPIDs 

The Customer Web Portal and not the Secure Web API will support the ability for a trading firm user 
only to grant control of one or more MPIDs (including all associated RiskGroupIDs) to the clearing firm 
or take back control of one or more MPIDs/RiskGroupIDs from a clearing firm. Clearing firm users will be 
able to view all MPIDs that clear through that clearing firm and will be given a display to be able to see 
which MPIDs have been given over to the clearing firm to control. 

3.1.5 Notification Settings 

The Customer Web Portal and not the Secure Web API will support the ability for trading firm users and 
clearing firm users to specify one or more email addresses that will be notified when any MPID reaches 
a 50%, 70%, 90%, or 100% (breach) level. Emails are sent to both lists (that specified by the trading firm 
and that specified by the clearing firm) for all alert levels regardless of which firm has control over 
setting the limits for a given MPID. Emails will only be sent once at least one rule is configured for an 
MPID.  
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4 Contact Details 

If you have any questions or would like to begin using Risk Management, please contact your account 
manager or any of the teams below: 

Sales 
sales@cboe.com 
Phone:  212.378.8560 
 
Cboe Trade Desk 
tradedesk@cboe.com 
Phone:  913.815.7001 

 

mailto:sales@cboe.com
mailto:tradedesk@cboe.com
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Revision History 

Document 
Version 

Date Description 

1.0.0 03/06/20 Initial Version 1.0.0. 

1.0.1 04/15/20 Secure Web API will not support the “apply immediately” 
option for updates to risk limits. 
Cutoff for the “apply next trading date” option is midnight 
ET. Example added. 

1.1.0 04/24/20 Updated wording users will receive after breaching a risk 
limit. 
Added support for setting Risk Group ID limits (effective 
5/15/20 for EDGA and 5/22/20 for BZX/BYX/EDGX). 

1.1.1 05/13/20 Updated effective dates for support for setting Risk Group ID 
limits to 5/22/20 for EDGA and 5/29/20 for BZX/BYX/EDGX). 

1.1.2 10/20/20 Removed effective notes for released features. 

1.1.3 12/04/20 Updated the cutoff time for uploading risk rules. 

1.1.4 12/04/20 Updated effective date for early EDGX cutoff time to TBD. 

1.1.5 02/08/21 Updated effective date for early EDGX cutoff time to 
03/08/21. 

1.1.6 12/09/21 Updated copyright information. 
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